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STEGANOGRAPHIC MESSAGING THROUGH IMAGERY . 



RELATED APPLICATION DATA \}^ 
This^aR^lication is a division of application 09/479,304, filed January which claims priority to 

application 09/172,324sfiled October 13, 1998 (now U.S. Patent 6,064, 75y)fwhich claims priority to application 
08/637,531, filed April 25rt99^now U.S. Patent 5,82i4^^^p'C;ation 08/637,531 claims priority to 
applications 08/534,005, filed Septeinlier 25, 1995 (now U.S. Patent 5,832,1 19); 08/512,993; filed August 9, 
1995 (now abandoned); 08/508,083, filedJutys^995 (now U.S. Patent 5,841,978); 08/436,102, filed May 8, 
1995 (now U.S. Patent 5,748,783); PCT/US94/13365rfik4>^vember 16, 1994; 08/327,426, filed October 21, 
1994 (now U.S. Patent 5,768,426); 08/215,289, filed March 17rT994^w abandoned); and 08/154,866, filed 
November 18, 1993 (now abandoned). Priority under 35 USC Section 120^fe"sl^med to each of these prior 
applications, and each is incorporated herein by reference. 

TECHNICAL FIELD 

The present invention relates to images (e.g., photographs, medical imagery, etc.), and more particularly 
relates to images that convey steganographic messages. 



SUMMARY OF THE INVENTION 

According to one aspect of the invention, a photograph is encoded with a steganographic message. This 
message serves to identify a corresponding record in a database, which database record details information 
relating to the photograph (e.g., the photographer's name). 

According to another aspect, a photocollage is formed of plural photographic images, each encoded 
with a different steganographic message. Each steganographic message serves to associate a photograph with 
corresponding information (again, e.g., the corresponding photographer's name). 

According to yet another aspect, medical imagery is embedded with a steganographic message that aids 
in authentication of the image. 

The foregoing and other features and advantages will be more readily apparent fi^om the following 
detailed description, which proceeds with reference to the accompanying drawings. 

BRIEF DESCRIPTION OF THE DRAWINGS 
FIG. 1 is a simple and classic depiction of a one dimensional digital signal which is discretized in both 

axes. 

FIG. 2 is a general overview, with detailed description of steps, of the process of embedding an 
"imperceptible" identification signal onto another signal. 

FIG. 3 is a step-wise description of how a suspected copy of an original is idenfified. 
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. , „.rN is chosen based on application specific 
c„„id.«..ons, such as number of dto s.^ ^^^^ ,^ ^ ^ ^ 

video c» s,»d ,0 have , embedded s gn.1 ^ ^ ^.„e 

*le h,gh pn^ision andio may only be able » ».o^ ^^^^ ^^.^^ .^^ ^ ,^ <,f 

»obie„,.n.b,e.o,e..i»-iss.Tb«.s«em««^^^^^ 
.*Hainehoos^S*es.«»neveUf*eemb.dd^ ^ 

rrd:::r:=:--^"-- 

— :r..e..o«e..a„«...o«.o-^^^^^^^ 

„,,ed,d»p,.,.n,spec«o„de«,,s™od»e„n^«^^^^ 

l,cHeneod.s-sys.em,..PpUeside»*..-~ 

„t.b.«n,me,...aHlme encode.- sys..m),«U.*^ ^^^^^^^^^^^„^,^^ 
s»ed ,„ *e a« win -ogm^ « *e pmcp.es of a,e prese 

e„„,ex,. in addition .o *ese parhouWy descnbed. ^^^^^ ^ „„„ 

Tk. discussions ot d,esc ™o systems can be n=ad m enhe, 

''•^^^t:no».dis»ss,onof.«.c,assofemb.men..bes.p..cedbyasec,.»^ 
•™%.o.i-,s,.....»3,oei.,.o*.d..si^-bi.,na,i.d,.i»deopyofa.n. 

digital oHginaK idenUiic.tio.bin..y value, Wic.lly having N 

The N-bi, idennficata word refers <1 _^ ^,^^| ^ 

»y.here.mS,O.S,wh,cbis.e — -^^^ 

-""Tarr-:::::--™---^^^^^ 
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The m'th bit value of the N-bit identification word is either a zero or one corresponding to the value of 
the m'th place, reading left to right, of the N-bit word. E.g., the first (m=l) bit value of the N =8 identification 
word Oil 10100 is the value 'Of the second bit value of this identification word is ' T, etc. 

The m'th individual embedded code signal refers to a signal which has dimensions and extent precisely 
5 equal to the original signal (e.g. both are a 5 12 by 5 12 digital image), and which is (in the illustrated 

embodiment) an independent pseudo-random sequence of digital values. "Pseudo" pays homage to the difficulty 
in philosophically defining pure randomness, and also indicates that there are various acceptable ways of 
generating the "random" signal. There will be exactly N individual embedded code signals associated with any 
given original signal. 

10 The acceptable perceived noise level refers to an application-specific determination of how much "extra 

noise," i.e. amplitude of the composite embedded code signal described next, can be added to the original signal 
and still have an acceptable signal to sell or otherwise distribute. This disclosure uses a 1 dB increase in noise as 
a typical value which might be acceptable, but this is quite arbitrary. 

The composite embedded code signal refers to the signal which has dimensions and extent precisely 

15 equal to the original signal, (e.g. both are a 512 by 512 digital image), and which contains the addition and 
appropriate attenuation of the N individual embedded code signals. The individual embedded signals are 
generated on an arbitrary scale, whereas the amplitude of the composite signal must not exceed the pre-set 
acceptable perceived noise level, hence the need for "attenuation" of the N added individual code signals. 

The distributable signal refers to the nearly similar copy of the original signal, consisting of the original 

20 signal plus the composite embedded code signal. This is the signal which is distributed to the outside 
community, having only slightly higher but acceptable "noise properties" than the original. 

A suspect signal refers to a signal which has the general appearance of the original and distributed 
signal and whose potential identification match to the original is being questioned. The suspect signal is then 
analyzed to see if it matches the N-bit identification word. 

25 The detailed methodology of this first embodiment begins by stating that the N-bit identification word 

is encoded onto the original signal by having each of the m bit values multiply their corresponding individual 
embedded code signals, the resultant being accumulated in the composite signal, the fiilly summed composite 
signal then being attenuated down to the acceptable perceived noise amplitude, and the resultant composite 
signal added to the original to become the distributable signal. 

30 The original signal, the N-bit identification word, and all N individual embedded code signals are then 

stored away in a secured place. A suspect signal is then found. This signal may have undergone multiple copies, 
compressions and decompressions, resamplings onto different spaced digital signals, transfers fi'om digital to 
analog back to digital media, or any combination of these items. If the signal still appears similar to the original, 
i.e. its innate quality is not thoroughly destroyed by all of these transformations and noise additions, then 

35 depending on the signal to noise properties of the embedded signal, the identification process should function to 
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f thf signed signal and the original 
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specific Example . ,,,<js of state at a cocktaU party, pictures wWch 

,.aginethatwehaveta.enavaluablep.ctureoft.^ ^^^^^^ 

.esuretoearnso.ereaso„aHefee.theco^er..m^^^^^ 

.t.e..an— doruncompens.^^^^^^^^^ 

Assume^epicture is transformed mtoa OS. ^^^^ ^^^^^^^^^^^ 

..nn...H.uaUty.acUandw..escann.^^^^^^^^ 

to get better ultimate signal to no,se ratios by scannm 
,his nuance .snot central to describing thebastcpr^cesO^^^^^ ^^^^ 
.etusassumethatthescannedimagenowb.^^^^^^^^^ 

^thagrey scaleaccuracydefinedby ^^'^^^ .g,,v- in the above definitions. 

: .i.enpixeUntorniula,weh.vel (I) 

of X and Y we can choose, bul we win 

, ,Noto»,K.b..iden>ifica«onw..d.Wedecided>a.a.6b,. 
The ne.. s.ep i» process i, .o choose N ot 0» K ^ „ 

,0 n»,n««o„v,,n.w,,hi,se»3.poss*™.es^»^ 
a„d««.wmhed«,semn.»o.o„d». » «^^» ^ 

ol„s an eieh.h bi. for an odd/even adding ot *e fl«> <' itatf.cadon, 8 fo, vcB.on, 

::n:edn.wa.a.b.fo,d.O.,— 

final 4 bits can use one oi mdiiy 
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Uao«o.,U4»«by4000p,X.H.The.vn.bo.V,sh=DW ^^^^^^ 

foKtp values when comparing the onginai uua^ 
X.0.025 »d Y.0.6 a« accept. J ,„ „Hg™l ■» an 

„a.a^app™.-V..of*«=~---^^^^^ 
„*p„ca.o„,a,.eotOO«»i«b™.*e.a~^ 

^„ „„ise on *. original This roughly a 1 dB gam in 
„o«a,*.bHgh»v.,n..no..f,e.by*oVva^eo^^^^^ ^^^^^^^^ 

So ™ih to two values of X and Y, we now h. ^ 
..eo„gMO.e,ve.ons„,,.e„,yc„a,...e.c»^^^^^^^^^^ 

aeen.eane.es»^.W-»'»*-P*-"^™'*''''X,J„f^„aseoras»^^^^^ 
„.,on,a„da,e32ind.p.n«-o™4.h,,™g s ™. 

.Hg.a>.S,o„ge wise, .his ,s.b„uU4Me^b,«r~^^^^^^^ 

Megabytes tor the n.ndo» indrvidual encoded ,mage,. Th,s ,u, 
.Igeecononry can be gained by simple lossless oo»pr.ss,on. 

FimlingaSuspectedPiracyofourlmag. „.,„„,^toasof state infteexaCposes we sold them 

Wesellouri^ageandseveralmont^a^-^^ 

.,see„.glye.ta„dli«ou.of„« -P.^^ 

:::::fa:r:ro;r:Lindeedbeenused.anunau.o„.d-^ 
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Wenow procure the original digital miage from our se.^^^^^^^^^^^ 



10 



EXPRESS MAIL EL696454656US 
- 10- 

WYC:lmp 2/1/01 P0305 

„gi,«io„ prog^m. The perfon»» a search 0» * • P ^.^^ 

done »i.g sen.,a«v s„ooO, in..nK.U.ion — and 
be o« of when, *e s»ple. me,hod is . W-l one ^^^^^ 
0„„*eop,taaUe*g.nd..ypos.«.™h,esa,e^»^ , 

„...U,eve,,hH^«..„,ands..»«ote..~^^^^ 
^.^.™r,a„das.n,hesi«..exo,od,e,s..„h— 

^'"T'"'::rrs:— r;.™..and,.s™s.Wee.now.„.h,s.es^^^^^ 

the pixel spacing and masking oi & 

....es-.a^...o..™snew™a,...— ^ 
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tem.e„d,em»,Wdiffe«n«m.ageMd.hen,aske ^ ^^„^„ee„,he«.minal «gisMio» 

o„e.eedon>ys«oo„.,.«ove,a.ome,«g»o MP»^^^^^^^^^^^^^^^^ 
, po«.t*e»o^agesf„-duH.,*ese»chp«^u«^^-^ 
*eno»i«Ue^s,n,io.po^.ofO.O.m.,.3„dwe.na«.h^3^^^^^^ 

^„„eU.o.».e,o,eaehor*e3.-Mu«^^^^^^^^ 

Me, doing d.is to .» 32 bi. places and to ""-l^" J me 
p„i.,„nenceor3.»,«s.Therns,,on,„«- — 
„ „ean„tmefl„,.nd«noaa„gpon,,»iue.ndc^^*s ^ 

second ».i *e fou„h vain. ^ cail ,h,s <loa„ng pom, v^u ^ .^^ 

s„,pec, in„>e. is indeed a copy oto» ong.nal, ,he embedde ^^^^ .^.^^^^^ , 

^..as,andiri,i,no,acopy,«eshonMge,gene^— - ^^^^ 
,„ copyb„.do.sn,™>chide„,ir,ca,io.™„her.nd4)s acop,^^^^^^^^^ 

me sign.. » noise ,a«o of *e p,cc»s has pl»n>n.e,ed, ..e P ^ 

„Hgina,,»dh,d»c.se„t4,,shasicai,yoneeha„ee.„^«^2:„,,ahp.rf^^ 
„„„.e,.„»a,e™,ywo,.edahonU^— 

different issne of the same mag.zme. Fmally, checlong 
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NOW « . Ml d=scnpM„ of *e firs. »* 

.,„,H.,.»po..o..^«---»-»",r^^^^^^ 

The ul,™.« benefit of*. fo-g»™ '"''^^ „ i^,e. Tha, ,s .o say, .h. mam^rs of 

,om-o*e,.v»,p..vi*.g*.po— .y^-P 

The abili., .0 ob.» a -oh even o„ s^b-se. f J ^^^^^ 
.fo™»«o„-nehwo,,d,C»„ta«»dpas™b„,h,™ o-^^^^^^^ 
.„ha„e»bodh«n„ob.«sedM.«.sac„pv.-^^^^^^^^ 
^esi^H.noise««oof«hi„SSbo».db.B-^-^^^ 

oommetcial value, so Oiat itymB 

coomeKialvate. he case »ben, only a single 'snow, images" o, random 

M.arlyco.oep.ionofd.si.ve„.o„w..h^»e^^^ .^^^^ 

,^»sadded,o.n.Hsi».-=.^e*'-*^^ 
„n».hema.ic.l-VSis«,se„e,.liys^.^^^^^^^^ 

*se„ce of «.s signal. The «.so. ih.s approaeh a^ ^„,,„^ ,o a 

„*«g«yarea^*.ee,.in,yofde«.he 
^hi„aeofbi,pl».s,i.e.N>l,combi„ed«,,hs,mp 
ehoos.gb.».en."0-..d..r,,h.inven,,onmoe^^^^^- 
.^isin,o,l«realmofguessi„ga-omb,« ve« »^^^ 

,ela«ve».heinm.dve.»ep»nee«f*.s».»— 
„„ebsamma.»se,einven,o.sd,ough.on,hs^^,^^^ 

Bentifiealion signal amom-.s .o callmg a com il.p on ^ 

*«as*eN>lprefe..demb.d^».of--— ^^^^^^ 
cani„g.coin*N,^s,narow.Tb,,s-,o.«^* 

^epresence ofasingle signal, *»im.g.s.n—^ 

Anoto impo«».. reason « dre N > 1 e-sc P ^ „„ 

,ha,i„d»N=leasc,,hem.m.e,inwhichas.sP<c„mag...p.eP-^ 
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..«s,,.UPpro-e..»-»S«ac,— ^^^^^ 

,a„ate.«*,.o*«.™*,n,*.»s.««*.»^^ ^^^^^^ 

„eH,s of*. ™» Id-fiClon .pp^aohe. ^^^^^ <,f . 3ig„,..„*er to. pte- 

"*-;:r::::::::--— ^^^^^ 

The foregoing discussion made use ot the .^^ ^^^.^ corresponding 

--'--t;:c:::-— ^^^^ 

N-bil identification word. i,e signal. Bu. it also mcreases 

«fi„.,l»ac.tMssc™.toaddn»..ppa™ no eto ^ 

„,r«po..dingly lo«.r. .^^ „^ .dvantag. of ms in,pro.»nont 

we can refer to this improvement as the use ol m. P 
0» largely be —ri^daa intonnationalefficenc,. 

.pe,ceptu.,Orthogo„a,ityortheInd,vid«.Bm.^-^^^^^^^^ 

The foregoing di«.us»ion contemplates the nje g ^^^^^^ ^^^^ , „t 

,.heddedcodes,g.a,s.™s.sperhapsthesim,l»t^™^^ 
i„f„™,tiona>optim,»tio.*ehca„b.apphe^»^^- ^ 
„li- describes u„d« dte nrhdc pen.eptual orthogonahty. 
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. the Field of Emulsion-Based Photography 

; J. a, OPPOSE » -'»^ *:7r„;^r* -Ha, 

possible ide»,ific.to co*> Plv« "~ " J" composiu e.Wd«i »g».ls. 

o.„ be en,p.oV^. The ons^nal " ^ „^ , „»posi,e embedded s,p». P»- 

„„weve,,i.*ecasewbe„pre.xp.sedne^.ef^ 

„ ■his«e.=a,e,.Wo,e.*chw,nbe.xa™^2^ 
' *epHnc,p,e.d.»ssea.bo,e(*efon^,c»esa«. 

nec,e„es,po«ofdepam,efor*ec.seo^P^ 

" •::t=;rj:r,-r--.-.---'--~'-- 
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™» i«.g«>«i WSI. i race, « tou»l is 

TO « — "ze. assum. « - to. ^ .^,^^,„„ „a,v— 

eJ..aedc..esigna,s,a»di»co».posi.e.»*.dd^»*. ^^^^^^^^^^^^ 

blea p»re„ o» typical - »n«P"<>» „^ H„e a v.n.„ otohoio«. One ,s » 

s,epand,epe...h=m>i«lpli""»''f«*"°" 
30 about *ea«. we ""i"*'*'""'- 
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• .1 has its own unique set of 
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a ta streams which are often 
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digital converter 224 although, agam, other P 
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, „ , M »i<.* half n,— (FWHM) ot50-.00 digto. nun*.. 
e„bo4i».n. ha, a ze,0 m«n ««,pu. value, a » »<1* 

fton, -75 .0 ««. „ ,^ i„p„^ (seal. faCo, and noM t» p.*"-^ 

Th.a..soa,„20S.u,M,es*e-S«^^^^^ 

e.ch sample ot*e sys.™ input s.gn.l-a 16-b,. outp 

„.,p„, of ,he f,« seale, llKev,!. has a z»0 mean va «e. ^^^^ ^ ^ 

The oulpu. of *. fi». scale, 208 ,s appUed . ^ .^^ ^, „„ 

_a,ohals.Un..n*.,es,.«ns-ahso.»^^^^^^^^ 

.,,«,yh.e„beade.ln,o*einpu,d,.s,^ T^-^^ '^^^^^^^^^^^^^^^^ 
,*hn»,*anumbe,offo™s.^m.s»P^J*^2^^^ 

„e,ln.e,^).pe-«*«-'»^=*7: ::;,„oises,^.Bachs«,.eof*i>-Wno^ 
The second scale, 2 .0 p,ovides on * ou.p.. toe 228 seal 

,ig»l is snecessi-el, sto,ed to 4e memon, 214^ .,500 +1500 

,,„..lll„s»de™hodltoen,,d„ou,u..™.-«^^ 

(dec-), «hne ,he ou,pu, ton, .he second scata 210 ,s 

Kegiste, 216 s,0« a toulU-bU ,den.,f,cauon code wo,d 1 
„„.,s.f:b.,a.™.h,..e.eodewo.s(up,ohun«s^^^ 

„,e,enced,oneu,a,,toe,,ocon,„lho»*eu,pu..^s^^^^ 

,„p3«.cul,,,ap.to,e,230iseyelcds«uen»^^.^oa ^^^^^^^^^ 

,,,„,ovldeacon,,olh,.of-.o,'.r»— 
0 topuu,^lsan.ple,,hee»,.™h,,,sa_^-^^^^^^^^^^^^^^^_^^^^^^„^ 

sigM,l»»nple Ittheco.,rolb,tisa 0, ,,, „„^des,heblackbox's outputsignal. 

«leTheou.u,2«to„*eadde,sub,,ac„2^2.^^^^ 

The addition 0, sub„action of the sealed ».,se s.gn ^^^^^^^^ ^^^^ „„„ 



ROM, etc. etc. 



30 



Decoding ^ ^ ^ . identification code with which a suspect signal has 

AvanetVof— escanheus.^^^^^^^^ 
been encoded.Two are discussed below^Thef^^ ^ ^^^^^ 

discussed herein so that the reader may have a fuller context 
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Th. s«ond decoding n»*od does no, n»l. . p„„,on 

,™p,e».co«n,fo,p— eanoi.c.=«ce„s--^^ ^^^^^^^ 

„elo ™ considered in d,e «rega,e »d -yzed .o d.se.m P ^^^^ ^ ^ 

:Je..een..si..,.T.e„re.noe.P».^^^^^^^^^^ 

eon. a sm.11 fag".™! «f *' "'l'"' ^ ' 

dee^Jing .ech,i,.e. ,„ ^ ,he origin..^ Tins en»1s so.l».g 

M noied. ihe fi«. decoding approach P^"* ' ,.„p,es can dren be 

,^e,.gnaUeavingadi«c.»cesigr»,.«^^^^^^ 
.^mpared w„h dre po«.s of corres^ndnrg ^ ^ ^ 

^,:«isar.hepo1.H.ord,e« i«.r.n«^-^^^^ 

-0 shonld also all be posmv.) lt.l» po^l^ ijennfieaiion crfe is a O.' 

corresponding noise signal sanrple, dren dre « b , of ,he d _^ 

\,eond.e.ing*eforego«ana,vsis«.d.e.gh.s^-- P 
^„ceof*,ba,co™pHsed«oHgina,code-cn^-«^^_^^ 
p„,n.e,a» stepped .bronShOrccode wo, oneb^a^ S^ ^^^^^^^^ 
„ Lf„,. samples of. he di<re,ene.s.g»a1 can be a»,l,»=d,o 

«>«' . . „,«,iseindepend».ofd».w«hwhicb,beiden,ir.ca,io.e»J».g.s 

,„„ois.heewo,1d(spe.longbe«ofn s 

effeeied), rhe foregoing analysis would always yeld ihe ».,e 
applicable inano.se-»«worldisof«ed».i..^.«'cc^-^^^^ ^^^^^^ 
,Pn..her..ccnr.,e,den,if,e..ionofs,^smn..J 
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, chcasesthedesireddegreeofidentificauon 

„sedco^p.on,d.on.on,.^^^^^^^^^^^^ 

Thepresentlypreferredapproach^m ^-^.u^ the data stored in memory 2 14), and an y 

. ntroovoftheresultingsignal. "Entropy needno ^^^.^hness, snowiness, etc.). 

:::: *.«.co-«o-o«*— ^ 

„», seHM signals ». „,„„ „oW is ada«. » (»- 

,»,tting sig».l b.s "»« t ° L„ e..opy ta. .he orisin.l, """"""^ 

,„py.tosom*«g»»™l"»'^»'"» 

^^^^^^^ 

L..»oaingP»«s.sc.ssa*o«>.PO-^^^^^ 

ipofthe input signal. Ifthe code word IS eg .„ ,. „„;se is added to the mput 

*" To„pl«i.*isc.»c«Hs,ic,e,,c„»op,W*»^^^^^^^ 
' (Co„p«ionof.sisnars»™pV«'»"'^^^^^^^ 

it If adding the noise data m memory 
35 other will aggravate .t. If addmg 
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The foregoing operations ar The entropy of the re ^.._ed samples in the 

„^„«he,b..pp.«»>=^* 

second noi»»8»»'«""° Elc/These signals ate .» "n. o„„iideno= 

system does not rely on subjecuve 
signal. 

dificationscanbemadetothe 
.UnstratWeVariaUons .Ul be recognized that nume^^^^^^^ 

F.omthe foregoes descry* 
_.dsystems..ho...^^^ 

Theabove-descnbedde .duces entropy, m other em ^^^^oisedata 
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^ • a M (i e this noise was 
entropy ofthe resulting Signal IS thereoy „,htracted is not required. 

accordan ^ ^^^^^^ m the 1st, ^ ^^^,^,ed 

' „dc.»pa.a-««ba»,.e.f*..oBSl..«2^-' ^^^^^^^^^ 

»i4 , dift«». bi. of *e discewd »de word ,.gg ^ 
,„ 4d..»— ^ — „e„.c.>ed„ois.d..c».bes.o«d-ead. 

**„f™oc.aew..dsi,h.s..n»cod.d^^ ^^^^ 

Yet another alternative for memory „oise source in the encoding process, su 

c:lwa,.h.c».<-.vedis,o.«ad.,e»,«c«^^^^^^^ 

35 T^ofthecodewordisknowntothede 
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.^ures but cycles ihiough possible code «oris, 
„,„..s»«e«.es,.*ero,e.o,n^^*^^^^^^^ 

„„<,p, .s noted. Such » .ppro.ch » »> 

Many app.icaSons »e well se^edby 0,e «b ..^ 
.„^s„e»ed.opMuceseye,.,«e»dye«».e^--^^^^^^ 

is «i»eo duHo. .he iden,lf.ca..on-cod«.g 0«e ^ 8 ^^^^^^^ ^^^^ 

:.„.o™o.,lssW»o-eo.d,e.^«^o^^^^^^^ 
.da,,iona,ide„.if.o*«-o»^'^ — 73,^ 

e„c«.i.g » o„8.nal o.ce or a d.o»sa»d ^ ^ ^ 

.„....0«socb.P— lncW.M^^^^^^^ 
sa« »p». sis»l »d wid. .he same scaled »0,s. s.gn 

,„ diffe».ly encoded 0»»m signal.) „,a,i,e»n,ly*ncoded versions of*e sameoriginal, ..w,ll be 

in applicaSons having a grearnumber of d.fe.n.^ 
^„gni^,ha.,hedee„di„gprocessneed«ul»^ -™ - 

,E.,,h.ghorderbl.o,,hecodeword™*-^^^^^^^^^^ 
,5 of ,he san.e source ^a.erial were prov.ded. ».h^w^ ^^^^^^ ,™ .rder b,. 

organizabon wrth v,hich a s.spec. signal ,s ■ " ^ „ ^ „,„,f,a,i„n requiremenrs can be 

.:cd„orga.,..o„eanbeideo.i.edby,he.^~^^^^^ 
«bydisce,ni„gas»bse.ofd.ec.dewordb.«^»P 

Some applicadons may he bes, served by «s.a« J ^^^^^^ ^ 

30 code word-sevem' .imes wi*. » ,..e^l "or. Cons*, « « , «ue code 

,e,ev,sion pro^— > -h ..me of a vid»^ ^ , .c . Each ,i«e a ve.ca, ., 

.^ber.processed inreaMimew,* an arrange-"^ 
d.,ec.edbysyncde,ec,or250>e„oiscso»r«2 ..J^..^ ^^^^^^^^ 
ia.n.if.ca.,.n code incr.m«..s,o .he ne« value. Each fra 
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coded Typically, the encoded signal 

i=,-r-H?£— ^^^^^ 

^, „l.„oa Th.. iS. .1 ^^.^^ a,„™t 

„„.foldi»™sel«a"l«°f*'''" ..,„,i„,t.clorallud«.ooa8».e.8,.i.wl»chO. 

.,.„p.*o.sp,.i*.Waor,n— ^-^^^^^^ 

c.n*o»s »n,p>. value ctz»o „ =« P _^ 

span the entire range from 0 to ,,,, presented by 8 bits (e.g-2, or 257) 
.,„..ayprod.ceon.utsi.^^^^^^ 

understood techniques exist to rectity - i ^hall not have samples in the rang 

, these.owntec.i.esare:speci.i^^^^^^^^^^ 

255 therebysafelypermittmgmodulationby .^^e rail errors.) 

,„.,d.nce »,h .»y P-ede.-i""' aUoH*^ „„„ i^„i sign.. » 

^. d,»n.ic scaling of ,h. no.s. ,^,.„, 204 and d» « scaler 208 

be omitted entirely, and the sign 

. I ?inUo the adder/subtracter 212. .nurce simplifies the illustrated 

to the invention. A noise 

*ns...anolscson.c.20e,sa^o^--^^^^^ 
on application-dependent constraints (e.g. 
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, :::::: r-^^^^^^^^^ 

F., »m. aPPto*-" » ' noise a.ta in second e»i«d» ) 
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... » oart of generating the noise signal. . , the -1 Another trade-off is that this 

«te We «f» to *U also as '» *« " ^,3,,. cw.og«Pl»= ™"«* 

-Univerf E»,bedd«i code. e»b«.ded code 

Theb«lkotO,isdWo»«...cbes«to,abso ^ ^^^^^^^„^„,.,ed 

, wb.ebea.d.b.«.*™..ionor«,eid»^c^»^^.-^^^^^^ 

, li.htlv less restrictive, that embedded code sign ^^^^^ ^ ^l^^le other 

rpp,oaeb,o,bis«wb.»..be.«of*.«» ';•» ^^„„„,,^,.,,*a,*ed.fac,o,ow^^^ 

— ==.-r-:r:-^— ^^^^^ 

. ..PofuncoUected revenue only, a simple I pvervbody seems to know that cratty, 

..rrxit" and a source otunouiic .r „ „f video signals, bveryoouy 

l,or...,.0«eab,e.*b,-.— 
35 3aed,ecbricaUndividuals,«bon.,begen.-y 
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u .k for free The cable industry knows this and takes 

p„,.« bu, ..mos, negUgibl. « P««^8« P"«« ^ . 

The same hCd, ™e to, .ppli« of ,h. ec- 8^ 

U.i«n»J embedded codes gene* refer » * ^ ,^ 

dis*.ed.Tbee.beddedeo^wo.,bep„n^^^^^^^^^^^ 

C3 •s.me.hi.g- wi* a need ,0 kno« codes. ^ „^aing 

« ,, There .re ■.»ny ways .o.».plem=.«'l« ""•<""" .^.^ approaches into tee broad 

a„,.ve„app,ioa,io..F.r*epnrp.sesof«hing,h.sa.^^ - - 

a ca:goHes:.,ve,sa,c.esb,sedon,,br^es,o.— - 

U„l,e,sai codes: 1) Librades of Umversa, Codes 

Th. nse of libranes ot»,iversa, codes are genera.d and 

asdesc„bed,e»ep...e...«*a;^^^^^^^^ 
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.desc„bed...ce.,ford,.fac,«on,ya«cdse.„«^^^^^^^ 
,..«,,.ne„codedn,.,e«.i,-enseo^^».^^^^^ 

ori.,h.r,. Apho.o^pb.c P-P''«""""r,,sowish.o se„ ide„.f«i.n c^e r.co».i..on 
paper which a»,,e..wid,a.ni,ueide„,ifica,,oncode.^^^^^^^^ 

1,^,0 .00«h1a,g.c—se..icebu,ea«s.o^^^^^^^^ 

peop,ecanno,on,,ve„.y,hauheho»n»,,„.-n^-^ 

pa,,,„a,eHalwhich,he,are.bou,,o.c,u™^^™J^'^^^^^^^^^^^^^_^^^ 

,.„„ intomraiion wUl help rh^n ,enfy copyngh, h .de« ^^^^ ^, 

oraerro— a,,y-ins.in..e.hisp.a»>ey,.h.«^^^^^ 

e.chandev..yp,eceofpHn,pape,woo,dgene^eTe^.J^^^ J ^^^^^ 
.oHnga^-hiehrecogniiionsoftw^wo . e^^^^^^^^^^ 

^d, ,6 bi> identificabon codes dehved iron, a y to„cogni,ion sofWre only 

The deuils of how ibis is done are in rhe ,»x. paragraph, b., po 
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u codes in their library ot coaes, vw ohotographic 

^tv where if it were the same jg^^^^ sophisticaieu v 

security, wnerc to 2 to the 16th power, but lesser 

ind^pendenay v»ed across ^^^^^ ^„,, smctl, P 

compare .0 ^^'^ '^^•^'^ ,„^i^es »n a. 

,5 ,»sla«sWoas.,.««ofn,osts,Bn 
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s™.ch «»* i> — » '"^ „U»*" is Pl»=»"""'" _^ such .«ogni.»» 

One prior art to""" '° " „ (ims in ft« a»«o "»''""' ■ ^ but«lii<=l>i« 

be d.piica."' on. probi™ «^ ^ «a^.« ,,,, ,n..i.V aud» 

, *chwo.Ub=.>eM»«*« ,„^,,aos..on,ak„>*aper 

«W0fananal0g..e»^ an. o*=. pr*!-. » . 

^a^«n»..b.»P"-'» „^,b»ugh,.ob».«*-» ^^^^^ 

andanot'b«°»"'"" 000000 second of noise ■» 

.pplioaUons, video, ano . indnsby ' 

3, I!,e,s.,codes,s*efo«o-«Asins 
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10 



15 



f*1 



. .t.n, given .»dio ™. 9 to » 
Wndane. 404 (HO. 9C). » * * The c ^ 

see. he,.'. cW» P^' "» '™ „„ ec..o»»»y " ^ „™= SO ,o .00 » *™ f*o«. 

k.„«.e.S., °'"'";„„„s,h,8he..d.*«»g».-^^ 

Mlso*.orev.n-»'"*'f ;,^K«he»o*,ed accord. 8.0*^^^^^ 
,«„™„..da«c».The«-;^'-*^„„,,„.c.« 

'-neco...„o*P».e«=o.--*X:^^^^^^^^ 
So«wa.e«cog»..i..P'«t»-';*„^,„„.«e«.de..c,..n.den..^^^^^^ 

,V.en the copyright signature is presen 
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WYC-,.n,P 2/1/01 P0305 ^^^^^^^ discrepancies (e.g. an 

„„,„ ,h= audio f / . » is an ii-ii*" ' ., „„„„ „ *e oven" 

„„.e signai. and if ih= 1»- ,„eKh...« «i'' "^^^^^^ 

„.-..Mei-."''-*«''*;i„.aisi..»^i-»--:^:^^^^^ 

:„.„e.^andi.,isna>»--^^-^^,„^„,„^^ 

.eSOO.a.d^o*"-'^^^^ ,^.c,«*es,.»da,d»e'^^^^^^^ 

level it i. i» f^™^' J «« be a si* p„„ion of .he 

software program. We ..,,,f treated as a signal P.g- To *e upp ..p^^^^^ 

rend.inP-.si^«*i.p..cHo.».^»- 
c«ed noise s.snal 606 J _,^„„ . ^ ^ 

*,,„.wsis.alisaPPl.ed.o*=J 

„«„.1602to»*ep..e.s,gnal610.6. 
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«no,P>0 Uco^a--.*-^; 

Xhoughtheauoio „„i„as,l noise "gnal"'""'' 

^,,„,.».,o,.»-v^-:„,,„,„,,„......-^^^^^ 

,„ s«»p-p'-^*":: ' *:„,Tvp.*.o--*7;:^^ 

J -».»««»-'«'--°::*e«e.f*pn-»*r •rt.Hs««a>s*^^^ 

bitvalueof 1 ,a , 2 number of identificauon 

^ill equal 32, that way 2.SUP. 

this invention. 

^^^^^^ 



30 



changed to a lot i, ^.fmed previously being « ,rp ooerative wiU req^re B 

„ ^^^^ 
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cinn known to app»c»' ' ..n/aecompression stanua ^ 

^esoflossycompressionta jbIG compression/decomp ^ ^„,,^ent-storage). JPBG . 

.idelyusedwithstUli«>^Bes.MPE 
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.ouesareweUUnowntothoseinthe.ossy 

•th black-and-^.hite imagery- Such techn.ques ^ ^^^^ compression 

CCITT standards for use wuh black a ^^^^^^^^ ^, 3PEG, S^ 

field- a good overview can oe 
data compression tieio, b ^ Tomolex Messages or 

Towels S,.g»og 
i,en*a«.n *n«*n i. s,g«ls a»l ™»B ^^^^ ^^^^^^ 

li^eofthe digital image. Itmightb^^ ^^^^^^^^^^^^^,^^^^^ 

3^,,.eofthe nois^^^^^^^^ often be desirable to append a short 

a novel approach to them plications of universal codes, it win •„ addition to the 

codes by sophisticated pirates. 
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.Embedded code Signals 

,„^a.^ cod. sig-l - «'^;_^; ^ „,N.bU id— ^^^^^^ 

,...,.d.,,so«p.e.d«e™»^^^^^^,,^,,,.^^^ 

;3 principles would extend "Alien Productions. They t „ ,his canvas they pnnt the 

ac-y hav. . snowy l-'-*^^^^^ 
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u u our classic master V. . nn a television set luu 

i™« 104. , , *= smelly *" 

begin to invebUB 
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Pi 
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0 ,„«SSMM>.B>.««««..S 

^nressed video Stream 

V,YC:>mp2/>'0' u,he process of tran«fo""*"^ 



10 



15 



m 



, residual spaual P--" .,,„,fication wore, 

■efficiency 

ofer^codrngme . _e mtuitior^al appeaUo 

.here, simply »<i^^^^^^' ^is triviaUase to be at a^l tterr. added to ar. image are rec g 3^ poir^tir^g out 
novel priti"P^^^° -^ify names, 

carryir.g.T^^'"^^""'"" . would be v^se to use our b , „8.bit ASCII) 
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p,«,» «. in^»^ .3,, concept o'HVP'-^^' ■'t'"' »^ 

»m either eo« up »«■ ,^„,.„„, i„ ,he de,«. » ^ 
' The coMi»ed - « „,j„„„ signal ae»c«on. A co"»> 

.,.h.e.vho..--.o-:cr:».«.->— 

„ch„i,.= i. » ""*L processing t 

, isais..-»'"»-»*"j^:!.ei..pp.-*»°'«''^T;:r^^^ 

^.«d«,.*P'«««"'*'^^,.,,.This«reP'»«'=''"*'"^^^ ^ 

between these sig ^^^j^^^g of this " 

p.oductispositWe,assigna 1. 

.^u^A filter. 



W 15 

li 



35 



,XPRBSSMA1LEL69^54656US 

-40- 

tpi«-»--"":";!^*».>«»-'«««-"j^„Xe«^^^ 
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, nroosing operations, such as compressing md 
* for a b« conccp,. So»c -^•'" ''^^rl^^^ compression, crea,. errors i. some 

„s.s».»S.,as»*--0;M^— 1 ,s,ns,^^^ ^ , 

,.e„.r«-sto™.on».nwhichhavec.™mco,r,« ^ 

L.,eisc„mpr.ssea*e„«seda,so«J^^. -^^^^^^^^ 

™„,ormed..dcompa«a»*"f«»--*™ 
,ear1,.isib...Thisp.«.indica.,.e— 

.naprediciedTheprediaionof-i^sr^serpro^™-^ 
,e.e.,otore*uss.dn«0.odsofreco^»^ 

„hav. undergone eiO,ern.EOcorapr.ss,o.oa^^o J^ ^^^^_^^^^_^^^ 

,;„,es,1.e.sicidea.«in«'-.e«,^ar^-^^^^^ 
»„^i,io„me*ods is diminished re,.„ve.oe»»«^^^^ ^^^^^_^^^^^^ 
poss,*»^a.y*ee.pec.ed,e.e.s„fe,rora^»J*^^^ 

Lansto^edsignaiv^oesUsinglPEGcon^res. 
,™.f„™ed,.»d,hefonHe,spaoe,epr.e.«»«c^^^^^^ 

.,ees,gn..c»,>«^">P-*='''^"7;::t'::,™,.ongH.erecog.,i^^ 
^formed backin.oi«re^.-i-^"P-— 2^,,, ,^,„„,»iror„ error sources^ 
>„,.a,sc,os.re.L*e„ise,,n,si^proce.mg«-'«^^^^^^^^^^ 

„„.eD..,lsooEmb.ddi„gS.pa„reCod.s»,oM^^^^^^ 

« as .here ,s . d.s.mc.io. made berween .he JPE ^ 
30 MPEGs»»d^srorc„mpressedmo,,oni™gea,s„.o^^^^^^ ^^^^ 
in.,sib,esign.»resin,.s.ii.in™ges.„dp,ac.gs^-> 
«,ncHon,i..sno.a„a.e,ordiffere«,to-..-^^^^^^^^ 
„,.eeHngop.,mi=.io.oP.-P^v;e— -J^^^ 

3.„,y comain a sec.ion on how MPEG , <8=" J ^„.„„, peaking, dK placemen, of 

,5 „ „i,1 be sesame «*d,e appiica.i.nof *epn„c,p1es 
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. ^ placing invisible signatures 

.e<,«»».t««-;r^^ l„»d«-»»i^'-»°"'°* "^Le*.*.."-" . . , 

.5 a,eside-by-sidev.ewmgJ68AN ^^^^^^^^.^^^^^^^,,oftl^.M 

,0 combine their results, * .sultant. Thus we have 

video streams A and B and c j^pEG(A+B) • produce at this point in the 

J c nearly, the same prmcipw ^ 
nrocedures. Cieany, through of all ^ naiu"^ 

Tu^i.. no. .0 .h. » ^, second, Z ___,^„„„, ^ 

„ov.o,v.eo.Po..«o.o„»-^^ 

3„ 2,6.0».*.-'"'°*;^..T..»o-«™— ^^^^^ 
.„„«.n..1ono<*e.ooP'»-^"^;^„^^^^ 
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^ ,,q,ence of images, a 

_...»»«.".-rr:-— ^^^^^^^ 

ian movie. 

,.„.maWed.g.«otM..ko „„„„d *«s needs <0 b. „ ,^ „igh Briehmess 

Master snowy Movie, 752, then t P ^^^ftheMarkovian nature of 752 ana briefly 

Wi,hlhe,n.enlc.fP'e'»»'' _..„2te™gh both the MPEO comP 

» „„de^»*B^*"-""^::::;:,„»d.he„iH..c«w,ed^«-^^^^^^^ 

p™,*.. «4, «hb the '»->""7* „ ,54 is to cn.d.., seg-esa.e the » J _^ ^^^^ ^ 

Movie 752 into ™» " rfmat.d using the d.ffe«»^ " ^„ « 

..eo„POPe.,*hdoes.«...^e^^^^^^^^ 

« ■■^^r,:re:;-,to.dis.b-.^^^ 

later add this signci .t^^iess it can provide cueap ^ piG. 

.„„p„.ionp.~.-- -^^^^^ 

„„i«io,.swhich»ilneve ex^n ^^^^^^^^„,H,^U 
p,ope,,«enowh.v..-^---^^^^,,,,„„^,ed«.s«rSno-.«^^^ 
„ *o..b...-p.e.,.np.o«^3 

..i.™nti...P««^-^-- 

au,t,ib».able ™v,. 770 the ^ ^. ^ ^ p. _^ _ 

„^,*vi*»«.*; 

side-by-side stq. 768 back < ^ ^^^^^^ ,„ the a« 

„ ..st.pofFlG.S.andthesa.ne""'^' 



hardware and repia 

A/(arkovian signatures ^ ^ut once 

5 cirnolifiedlook^**^^ . i often including mformation ^^iio^edby 

35 verification" in the tit 



EXPRESS MAIL EL696454656US 

-45- 
WYC Imp 2/1/01 P0305 

rr-^o.„.o„.««..o.-..— ^^^^^^ 

not being employed. 

The -B*..* Abm„ .o U»g.ly Replace a He* ^ „„, „ 

.Ubou^anof^epossMeapp— 

Wh.reas^.pre.ioa--'"""*'^'""*;'^,' 

Ceo-Mbeass^pUa.-— SO..P»*^ "^^^ 

1 *e„. »,.e.al codes descHbed .. .b.s spean- ^^^^^^ ^ 

o„,ai„*=MlNb,U.TbeN.b«w .,.Tl„e*stf.g 
25 mditional header. , ,„d calls it *e -umversal empirical dala totm 

30 ■sbado^cb^.-asalsodepicledinnOir ^^^^^^^^^^^,„^,„„„f„^^^ 
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, ^, signals, *e "oO-"" 
.ignals with *e info—™ pr»P". ,„„ ^, .„Uc*n "«» of""-" 

°° "n ot»iv.„.l code, - - " to, ^S^ry - «o»o„ 

■ • that the universal coding systems . fields of optical character recognm 

pnucrple^thatth ^ ^^^^^^ quite common m the fields / ^^..^ng the engineenng 
3 subject imagery . m. These t ^^^^^ tncks 

»„,« cb»».ls .0 look t. „ „«„ow. cn», 

„ „.,,.io.P-a.,»->^.. J 

h„„ ,o modify „a s « o»« ""J , 

„«.ix.d.«»l«"1*"f°" codes 
acceptable for the enc „f "random monitoring (pohcmg) qoo/„ of the illicit users 

33 .ouldn-tbotherevengoingtothesimplebyp 
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u . nld squaring the circle issue, m 

translating into not quite being able to represen scale/magnification 
this instance translating u „ u^cic considerations must be maae lo 

of nixels Furthermore, basic consou nerformed when the 

ir.is»a,sc— lin*™^"-— r^^^^ 
- rds.obe*=s«.SPOin.^»**»-»;":„,„,,e«diusct.n„.i"S«iep«e,e, 

' :wa.«c***.i»--»---7;::^;^,„e.^ 

:I;™-e,odiif»».«P*'«'»-™*^-7J„,,^,„o^,fo,a,e,»e^^^^ 
,„dM«.ao»pledilfci'P"W«' 



25 



30 



Ri„8,u,Kno,s „„|vid.alsymn,e,ricp....n.uponwhoseto»nda«o..M 

Having di>co..»i ,h. H«s a, *e o„„ - ^^^^ __^„^ ,„„ 

„.,io„..iy~«,u.iv..al coding .,s»n,c.nb.bA«^^^^^^^^ _^^ 

L.o„a,,aon,e*ingwHichcan»^.t«— -^^^^^^^^^ 

— ^^^^^ 

exalted in the works of Uonarao 
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.„„oe ».W ' ; „f too.p.«en», .l**" " ^ , wi,h the 

»-.^P--«*7^^,;„««U»des^»o*H™so » ^ ^^^^^ 

,.U* npple pa.«» ^* ,hc ^.«« »'* signal *,ec« 

. „ The resulting i"^"" 
spatial frequencies. The r 
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WYC-.lmp 2/1/01 P0305 or non-inversion of the 

■ ,.,iral disadvantages and 

r n the ring patterns are somewhat men. ^^^^^ 

e™« P.=ft™^ ^ , ^„ ^ „ only 8 rings «P—a » F 0 .8 ■ P 

Beginning «i* * ,pp,i«,to wiU .s clearly 

„ „™,be, of ring.. The numb« .f n»g» " « ^ *e number of 

:'':irne-e.m,«i*««e»ui^^^ 

:::i:«..y».«..e..^^^^^^^^ 

35 number of rings mclude. the desir 
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^.^^ . .mother key advantage of having 

' ^*,«si.g „,te„ (*oh is « s»»l«,b« of. 

^„.„.«ouWbe-.s»^^- ^^^^.^.^.^si^'- 
. pebble is dipped », »» V FIG. 
,5 „,h«a»«..he«*™P»"""'' 
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the characteristics of the fiUered nng ^^^^^ ^^^^^ ^^^^^ 

TqotdepictedmFlG.201 j 9 g^ch of the individual nngsm ^^^^rightness 

Returning now to HG. 19, ^^^^j^.^^ brightness .^^^^ 

»■ gi- n.= .0 loci ■« „^ „t i„,„se f,.«*8 

visible to „,„reviouslyae»orib«<i«o»l<i»0'»"«= k„„™ in Ihe i«e 

scale-version begins to exhibitnot 



20 
25 



utilizing a f«« gr ^ ^.^cated version back ^ ,i be a noticeably degrade 

ta.ot tapestry method, the end goa of the kn ^^^^^^ ^^^^^.^ 

usedontheknotmosa.cs.ltwoul „,id begin surely asm 

ta,otpattein(850or85 
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C sourcebook.- W.ley, ,994, Gj ^ nm. ^ ^ 

interrogate imagery across tn 
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. .VideoFileFormats 
-.1 copyright (UCC) image, Aud.o, ar«l Vid ^^^^^^^^ ^^,.3,. 
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The cry for a simp t to me imi ^ 

ofthecoimnercial usage o « . .^holders. ,a ,erve as the catalyst for such 

» ^^^^ 

:::r;Lr:i.;»:— ^^^^ 

universal standard would ou .„ u„ sophisticated pirates, the pnva ^ ^udio evolve. 

«h=n . give. .«« » ,y „e» signages. »d ■ 
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.ectiondiscussingtheuseofa^J^^^^ .^^^^^^^^ ased printing at 300 dot. per 

configurattons. The ^^^^ ^^^^^^.g actually ^^^^ 

...To-bitidentificationwora, ^,^,,,,of a2x2blockotpixe. 

weighting 

^havetosharepixels,asmthe an example normal ^„ elementary 

heavy blurring. 
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^^^^"^ forpassingmessagesisqu.tebroad. 

sectiononreplacingtheheaderand data is that no. only one 

data properly). All machm ,,nv not be concerned over 

0*. tot *« tarf.. »f » ■» „ ,.,i,i„,el, .se »d pay 

5 ™„b«id...iiyi»8<.™-'"P""~"" 



20 



25 



-58- 

mes of the owners, 
o^erty containing the name or na 

frreativepi^oP^^' \^P the clearance oi u 

,*>fo«»* involve M'V 

containzeros-Bothasen .^.^^^.^^^ 

ft 1 254 and '» 
as the values 0,1." 
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s to the original signal 

for a Slippery ^^ew Age, • . tn the same master snowy 

, is, *c send., P-h"'- « *" ^„„„„, ^,.„i„„ of « ot*. .« 

1 Wncks are transmitted and the sam he transmitted data is known lo 

l«24sampleblocl«- f,,essage when the tra ^^.^^.^^ 

techniquescaxibeusedtovenfy , ejecting codes can be transm j^,^, ,onger 

blocks of samples for any give 

as an example). ORIECTS THAT HAVE 

INFORMATION EMBEDDED IN DATA OBJEC 
^ETWORKLINKlNGME-fflODUSlNGlNF^^^^^^^^^^ ^ , network Unking method 

. amofFIG 27 illustrates the aspect of the ^vention^^^^^^^^ 
The diagram otl-i«J- , ,w have inherent noise. In one sen , .^^esses and indices 

...in.™...o.»-.a.aa»o..«^^^^^^^^^ 

„„,,.i.ns.»™-,--^»-:J,,3,sp.c.ispan.oui*-* 

*-'v«<*'"^'»*''::rr..wi*«*(«wwv-s.ve»d.^*.-*- 

j„phic.l «pr.se.l.«o» »■>"*• „ ,„beddi»g is , « a ccm^vence of such 

H^naant with traditional WWW 
35 file) that are attendant wi 
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be .mpby«i » »r,y «». *= P«- . „„,^„„ .o« gn.phte, video ™d 

\iO,p«ul«-.*™«»™"-77*:2,„„,,,<^.n*eWo.dW*Web.S«M» 

„a,oaau„ee„-,*="'»«*-~::-o^i^^^ 

b. he^ato colWivelv re£e™i » » ^ to HO, 27. 

:„„es»P--*i->~;— ^^^^^^ 

„SOOp.on.„»b.r*,a,.d..*in..P.-™^ ^^^^^ 

,tok«.e.dsnsh,bacU,o«.o»«deon ^^^^^ ^^^^^^^^^ 

A „„ one * 1004 need, » po». - ^_ . *e ob.ec, 

,e.,.e.Heo.ec.»a.cU^o.ec.^— ^ 

*--^--«:::::::o::::::--^^^^^^ 

manufacturer. The user at the first site 1 

25 product represented by the object 1006. ^^^^^^^^ ..dresses or mdices 

.wnibeapprectatedthatthecreatorso b,ects 0^^^^^ ^^^^^^^^ 

referred to as "hot ob ects") and the manutac ^^^^^ 
(which objects may be referred ^^^^^ the WWW , 

d their creative content ukc uanuv. 

accessible via thebrowser 1010. ,,hort musical tone) can serve the purpose of apposing the user 
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,^„,,er to look for, but not fmd, 
K.ded address will merely cause the bro 
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. ,,,waythatnon-pro^ammersca 
enhance* unk method back m ^ard class used mnetw ^^^^fiies, 

tr*--:::::----"--^ , .... 

.,irf,erentno>se toep j^.^ or grey values, su cartoons, rather ma 

. attempteddisplayof-<^»S'' 
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„ ,e" intheclassicsenseoftbattern>.The 

v.abrieflookatho^thepnncp .ies is to convert them 

This section takes a bnei „ ^^^pV^cs ts 

such graphics fthe precise contours of a grap ^ . . ^i.closed in the bulk oi ^ely 
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. n the Principles of the Invention uttle 

nr kss than that ot m ^^gher pro ^^^ue! 



U 15 
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5! (5: 

25 



[unction w'"—- .M„ the event otpny'-- . „f imoletnentation"' — 

„,oWcd»*»»»— , „„.,,„„o..U-wl»<»"'"«"°'° 

,3 storedalongwUhthebasicaccou 



15 



- 6:) - ^^^^^ 

. 2/1/01 P0305 ^ IV auery a small fraction of the tota 

\^\C:W V need only ^^^^ ^ 

transactions. Hun „,,,onal cash card. WouW w j^fonnation useless m .^v^jch 
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950. Though ther f ,„ch systems, the st P optical window 
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WVC..>.P^nmP03O3 ,oneUneandthatthereader958 hasn't 

dn variety belltone phone "n 

Afte.basicconunumcat.0.-^ 
units. tral network reading the 11^ PIN number and checKing 

^11 be a large but qun ..tical number, actually • ^ ^ 02 522, 55723, 27833, i 

. u ran be any practical uui ^0178 48107, 65192, ' f^et one would be 

A-^S^e numbers. It can DC oca M932 32879, 3812»,^ w the numbers of set one 

.3199 54142,11007,2854,61932, -^narly random, but the n ,,4x2 bytes) of 

numbers 23 19V, :» ^ould oe network would seno v 

memory m au reader, 

, • "OK to proceed' messag 
no use. ^itc the basic Ukiwh 

Stepseventhentransmrtsth ,,en the reader, using its local 
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. . .ese.suUs.acUo*ecen«aUe^^- ^^^^^^^^ 

^ovrf^ The j„ ,s V. 

As already state , ^ ^,^_nt systems. This sys both of these cases, ^ 

c---^^"*^'^...„serpict-esec-ty(alat ,^^^„^^eft of ^^^^^^^^^^^^ 



15 



=- 20 



signatures). ^evices, not stmP^^ ..^s does the momtonns 1^ 

pUoto-CuaUtycopy^nsd- ,,,oringof transacUons involving 

.ghlyli^eddatanetw...! ,ereastng the security of «ar.^-^^^^^^^^ 

u .niAfidence and securi example, a f ponvenience, sucn 

Machutereadabl so that tampering ^^»th the d ,,,,, 



thereafter reiui invention, h i= ouch as a nn&'''*^ 
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^th the actual fmgerpnnt of 
, w employed for compansoi ^^^^^ 

„„ml».PPr«»«^*"* ,tepW0f«P''i»"''°*""" _^„„dei»fon»1i»> 

1, is also CO. , image aPP=»» » """"'^ «,w -Use i» Pri« 

Paper, Documents, Plastic ^^^erous approaches to m 

„^.„i,..«..-^7J^,^i,.»..pHnei,««*;,„,,„„„„.« 

,HisH«sep*-«^'""*!::;„*i.sc.-«»« 

,av.nUse(a«**«'^7^^^^,„.„a*o,mo„ha,»a*.a.-^^^^^ 

, »™.e,.e.,o.a»«^P-;;;:„,„,,,..,an..e»^--'-^^^^ 
' .«..-.e.i«-e„«-^:,l,„..,.c.ai.v,,«^™*-^^^^ 

,^i..„aa*i.oa.as.™.^"^;J„,,„„,,.e»P»*-^^^^^ 

„ ,to,iv*con»ins*o«a»a'-'"° 



microprocessor, tosga ^^.^ u comes to unplem for example, 

So what could be me ,wady ^^'^^ ■ m.tead, WU just focus » 

'« ''^^ ..^ """""" r^-vic o< e«™^' " ^„«e.». Had. 



shipment methods, or via CO animage,it^vouWlooK3 . _ .atherthanbemg 

"copy" the program and g 
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cloningproblein ana ^^^^^tely become a purely 

,^ed.ThelatterproblemW.UuU. ,ore sophisticated pi-te of software 

^ A iw aT5t3lies to a more soy rraftv-liacker 

,,3Utut.ontohand ^^^^ 
clientsaswellasuser 

. -4„..rhane{tort. 
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of sites around the world.) 
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m general, If a giv signahires. In practice, the aeg _ could posit a 

These and other su ^^r^^Uv targeted such acuvu> .v.^ standing laws. 
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5 material, the public signatures can 



signature, public and/or private 
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ft\ues accrue 

, 2/1/01 P0305 . Two core economic vai 

v/YC.lmp 2'""' .v,;.: disclosure, iwo ■„„ service and 

hunting for thee principles °f '""'"^^ Wes and xvish the 

^..asicservice. ,,,oring service usrng the t^^J^^^^^^^^^^ 

15 -destorenramsecn 

o{thetwo,ofco«rse).Th ^evel patten. che*s ^ ^.^nne^^ 

.^,erV,video,a»dio,et ^^^^^^^^^^^^ 

20 intoanever-churnmgm ^^^^^^^^.,i,uscheclang 

infringement and seeking rn 
30 .tternsintoimagesandothersigi^ls 

33 initiatethereadingproces-^ 
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./,/0lP0305 ocess is quite straightforw^'^'*- 

■ this registration process IS q 

■, f the unsigned signal, this r s applications of this 

,o the onginal or a thumbnail of the un ^^^^ ^ ^^.^,,,,1 code a^ 

has access to the ong ^^is signal. -'hich is ott ^^^^ ^3 registration step- The 

^^^^ 

. ofsubliminal digital graucules. A 3^ ^ut both methods effective y 
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„,el or exposure level, such that wher, 
Mlvbe at a very lowbrightr^ess level or P .^^^ 

** »" »o classes .ts.b.»i»l ,.eo.«> «« 

™^«eso.*.spa.a>^— 

HO. 31 Oepi* *is SW"'*- ^ J ^ no. 3.-as opposed » .h. t „^ 

»„si„ on dus „ „,.,e4 ,, 4= ■>'™- ' ^.d pl»se» «• *= 

„„„ld be .t . v« 1« ^unda-d^i These w 

.o^pon—tdi""—^^ „mseek-.«- ,„ „^ „., a difte»». c« »f 

„.s. FIG. 32 *e« dep« The« «e s«le e«.^ ,t *is „^ 

d.nb.,.sP"^ """""l"!. p.ofd.s and *e -of* „ „0« of a 

,,„.,.»P»s«eMes.^'^-'^! ^„,^^„.,e.*^.--'™ 

of s.blin,i»alg""»" , ,^„e„i„,can«e*eh 
" :.d„»appea».eU.as».-^^^^ ^^^^^^^ 

The idea b.l.W>>»*OT»»f»' i«o vbieh «»» »e added >. 

35 genera y 



facinidi'^ graticule, tnen u ^he ^ 

! oraticules inside them, them ,,,.tection thresholds tori ui^h the patterns must be soug 

ultimately resting on arbitrary 
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•ppe of 

, 9/1/01 P0305 . . nr exposed onto a piece 

given angle, emanating from ui i^,.iflted as depicted JtVif> other 

^iffrrence being that o" f .;„„iates that the tirsi vc 4 m^A aseriesofpea'"''- 

20 differen .^afeation stipulates 33, 1022 and l024,a cetectionof 

^ plotdoesalign.The m can be seen m H ^long its proper dtr-U 

i denominator mthe resultant ..^lops -ben the angle al g .^^^^^^^^ 

^ "five" as IS drawn; normauzeo v showing that uic 

35 .atherthantherotationang 
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,n/o>P0305 ' , The moving average denominator 

,,„,learoundasemi-arole.Them ,,„,as.m>lar 

Ml known matched filter op ^ . ^„„djdate angle fro"* ^" .„,e and the angle 

thetypemFlG.^ ile candidate sea applied between these 

• ««lFYT(fastfonnertra f„ne.dimensional steps- 

<iimens.onalFT <, to asenes of one d 

search problem canbe red 
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i/i/oi P0305 og have been embedded, 

starting at angle 0, a ^ .^^unms can be simply which this wiU be pe« 

rr--"--— ^^^^^ 

^fation Once the proP"^ ,n as t)reviously a^svi fthetvpem^^^^- 

the proper rota"°"'^ , „,atched filtering, a" pr the graticules of the typ 

^3 eomputationalsavingM^any,.^^ the me^ods revolving around the 

themethod. ^.es in order of ma^or process steps, 

HG. 37 simply sum— a.nlicationlciosta. Such devices 

; pho»g..pl.icW""™""'° ,BW»4=»ft»^"='" .,„,c».s.o,(«.»f*""' ^ 

^ . uotationoftheoriginalunag^^^ notwithstanding scale, 
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yielding transmission rates n 
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ieldingtran.'""-- 

...forusevvithAdobePhotoshop 
uv marking/decoding "P^^S""* application 
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havingbiometric data embedded therein. 

, „„»y »d c.„ * appropna.. .e»o» («■ 

"•^''^rl'^-"'-*-"*, .^-by^eors-es^oS^Pbic-*-'""*"" 
an image or Video, or p y ,..._^didates for enhancement by 

credit cards are also hkely ^^d improve secunty. ,^versal product 

^te, toough » '»~"°" „, , label .hereM. rf,a„«B«oBly be 

, „„fihemerehaiulMSSarla", ^„ which stegai»8"Pby can a 

mo.otopoloey«W ,„„ numerous 10 detail -»«»' .,„ed securily. 

^ „. appli«»» - " ,„^„„,„gy ,0 p,o«,d. enh»»ed 

.„*dwhh.no.,P--"-tr^„^.h..--onisinipo»^^ 

"^'''-Tero^-.be— ^ 
^pliedei*e„oiib.-b.»d «o S.cb bowov.,. 

,„.ee.o„aga,— ^ 
.„hesieg».Si.PbW'V-«'^^'^;„„,„„o, 

p„.idedifte«n,i..eme>UW-'. a.u«aves "* 
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,,e.anographicaUy encoded messages 
, , .essa..a...codes-....Wes...s.-^^^^^ 

Finally, messag uir code patterns -- oRer new .v, cards where time- 

message changing ^ enhance security. Wc encoding, the foregomg 



